Template Document - Business Continuity Plan

A copy of this plan and associated documents (see below) will be kept off-site by the Chair, Chief Officer and all members of the Senior Management Team.

Summary

There are numerous circumstances that could partly or totally disrupt the activities of the organisation. These include:

· premises related (such as fire, flood, vandalism, burglary or terrorism)

· staff related incidents (such as a serious epidemic/pandemic or an accident involving one or more staff member)

· other serious incidents (such as fuel shortages, a major failure of utilities, civil disruption)

This document serves as a guide to all staff and trustees if such an event occurs.

Minimising the risk

The risk to business continuity is greatly minimised if the organisation has already undertaken an assessment of the risks and taken necessary steps. For example, databases cannot be recovered from a building that has been destroyed by fire, unless adequate offsite backup systems were in place at the time of the fire.
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Managing an incident that threatens business continuity

Any threat to business continuity will need a properly managed response if the organisation is to minimise the risk. 

This section outlines the management response for all events, according to the severity of the event.

	
	Example of Event
	Management Response



	Low impact
	A minor event, probably affecting only a part of the premises, or 2 or less staff, or a localised/temporary systems failure.


	The Chief Officer, or in his/her absence, any member of the Senior Management Team, will:

· Ensure that relevant staff are tasked with the actions required to respond to the emergency. 

· Determine who else should be notified, including users, volunteers and partners. 

· Brief the Chair and trustees 



	Medium impact
	A more serious event, affecting most of the premises or staff for a potential period of up to 4 weeks


	The Chief Officer, or in his/her absence, any member of the Senior Management Team, will

· Form an Emergency Planning Team (EPT) consisting of the Chief Officer, the Senior Management Team, and the chair of the board of trustees (or an appointed trustee). 

· The EPT will co-ordinate the response to the event.



	High impact

	A very serious event, possibly rendering premises, staff safety and/or systems compromised for an extended period of time.
	As for a medium risk, if the premises are unusable, a meeting of the Emergency Planning Team will be held at safe location. Staff and trustees will be contacted accordingly.




Guidance in the event of a specific event

The exact nature of an event cannot be predicted; however a number of possible scenarios can be planned for. 

The following specific events have been considered, and a possible action plan has been developed. This action plans can be used as a template in the event of a real event.

	
	Response Plan
	Examples



	A
	Denial of workplace access - Short term

	Office is not accessible for up to 3 working days



	B
	Denial of workplace access – Long term

	Office is not accessible for more than 3 working days



	C
	Loss of key systems (including I.C.T)

	Loss of telecommunications, IT systems, office equipment



	D
	Threat to health/well being of staff

	Fire, explosions, violence, pandemic flu, etc



	E
	Loss of Staff

	Sudden, unexpected loss of the Chief Officer or any other member of staff




Associated documents 

The following documents also form part of this plan

· Staff, trustee and volunteer contact list
· Communication Tree
· Useful Business continuity information
· Alternative Premises list
· Accessing emails and calendar remotely
Denial of workplace access - Short term

Office is not accessible for up to 3 working days

Examples

· Fire or explosion in neighbouring building, and the office is within the safety perimeter

· Gas leak in the street, causing evacuation of all local buildings

· Failure of utility services, such as electric, gas or water, resulting in office becoming unusable

· Fuel shortage that prevents some or all of the staff from reaching the office

Actions

· Whoever identifies the problem should contact the Chief Officer, or in his/her absence, a member of the Senior Management Team, or in their absence, the Chair.

· All staff and office users should be informed and kept updated using the communication tree
· An Emergency Planning Team meeting will be called if it is felt that the denial of office may continue beyond 3 days

· Staff are likely to have to work from home or at another office until the office becomes reusable, or alternative long term office space is found (see alternative premises list)
· Staff may be able to access emails and online calendars remotely if power and telecommunications are still being provided to the office – see accessing emails and calendar remotely
· The main phone number should be redirected to a mobile where possible (buy a pay and go phone if required) – see Useful Business Continuity Information
· Clients who will be affected by the denial of workplace should be contacted where possible. 

· Key files may be accessible via the online backup system if required - see Useful Business Continuity Information
· The office should be checked by the Senior Management Team before staff are allowed back into the office

Denial of workplace access – Long term

Office is not accessible for more than 3 working days

Examples

· Fire, explosion, or natural disaster, rendering it unusable for an extended period of time

· Long term failure of utility services, such as electric, gas or water, resulting in office becoming unusable for an extended period of time

Actions

· Whoever identifies the problem should contact the Chief Officer, or in his/her absence, a member of the Senior Management Team, or in their absence, the Chair.

· All staff and office users should be informed using communication tree
· An Emergency Planning Team meeting will be called

· Staff are likely to have to work from home until the office becomes reusable, or alternative office space is found

· Short term, staff may be able to access emails and online calendars remotely if power and telecommunications are still being provided to the office – see accessing emails and calendar remotely 
· The main phone number should be redirected to a mobile where possible (buy a pay and go phone if required) – - see Useful Business Continuity Information
· Clients who will be affected by the initial denial of workplace should be contacted where possible. 

· Key files may be accessible via the online backup system if required - see Useful Business Continuity Information
If the denial to the office is likely to continue for more than a few days, then alternative temporary premises should be found – see alternative premises list

· The following actions are required. Specific detailed can be found in the Useful Business Continuity Information section.

· Contact Insurance company - key contacts
· Inform staff of new premises

· Rent/purchase new server and office equipment as required 

· Redirect emails to new server

· Download and install backup data

· Divert telephone and fax numbers as required

· Inform clients, contacts and funders of change of premises

· Inform suppliers of the change of premises

Loss of key systems (including I.C.T) 

Examples

Loss of Telecommunications, IT systems and other office equipment

Actions

· Whoever identifies the problem should contact the Chief Officer, or in his/her absence, the Information Officer, or in his/her absence, a member of the Senior Management Team

· The following ‘fault finding’ tables should be used to correct the problem (see below)

· If using the fault finding table does not repair the issue, then steps should be taken to replace that key system.

· Fault finding tables are available for the following problems:

1. Unable to access internet

2. Unable to access database

3. Unable to use printers/photocopiers

4. Unable to access files

5. Cannot access emails
6. Workstation networking problems

7. General networking problems
8. Cannot access website
9. Antivirus software not updating
10. Data backup systems not working
11. Software failiure/problems with workstation
12. Hardware failiure/problem with workstation 
13. Failure/problems with server

14. Failure/problems with telephone system
15. Failure/problems with other office equipment
Threat to health/well being of staff
Examples

· Violence (riot, potential explosion or terrorist attack) or natural disaster (flooding, earthquake, hurricane, extensive snow)

· Pandemic flu, workplace infections,  exposure to hazardous substances

People are the most valuable asset that the organisation has, and a separate Health and Safety policy seeks to identify and reduce many of the risks to the health and well-being of staff. 

Other risk management actions can be taken to reduce the impact of any event, including making sure that that specialist skills are not held by just one person. Understudies should be trained so people can step into specialist roles at least temporarily should the need arise.

But should the worst happen, the organisation needs to be prepared. The following should be considered in any situation:

· Does the office need to remain open?

· How many staff are required to keep the office open?

· Can staff work at home for a limited period?

· Does the office need to be relocated (see denial of workplace access – short term, and see denial of workplace access – long term)

· Consideration should be made to providing post event counselling for staff and volunteers

Action

Risk or actual occurrence of violence (riot, explosion or terrorist attack) or natural disaster (flooding, earthquake, hurricane)

· Whoever identifies the problem should contact the Chief Officer, or in his/her absence, a member of the Senior Management Team

· If staff are home when the risk or actual occurrence is identified, they should not come to work until they have discussed the situation with their line manager, or the Chief Officer or in his/her absence, a member of the Senior Management Team

· It is possible that a risk or actual event may result in the office being inaccessible. See the Denial of Office Workplace – short term, and Denial of Office Workplace – long term and use as required.

· The details and nature of the risk or actual incident should be identified. Are particular staff affected or at greater risk? Seek advice from the relevant authorities as required

· All staff should be briefed on the situation and provided with guidance on how to avoid the threat

· The relevant emergency services should be contacted as appropriate.

Pandemic flu, workplace infections, exposure to hazardous substances

· If any staff or volunteer believe they have, or have been put are risk of catching any form of infection which can be passed on to others, they should contact their line manager immediately, or in their absence, the Chief Officer or a member of the Senior Management Team.

· If the staff member or volunteer are at home, they should not come to work until they have discussed the situation with their line manager or the Chief Officer or a member of the Senior Management Team.

· Specific guidance should be issued to all staff and volunteers on avoiding/limiting the threat. Expert advice on how to deal with it should be sought.

· Staff who are may be contagious could work from home to limit the risk of the infection spreading to other staff.
Specific guidance for dealing with Pandemic Flu is below

Pandemic Flu checklist

The following is taken from the NHS document ‘Pandemic Flu - risk assessment in the occupational setting’.  All staff and volunteers should be issued this information in the event of a possible or actual flu pandemic

1. To reduce transmission from an individual with symptoms consistent with an influenza-like illness (ILI) to healthy/susceptible people 

Environmental issues to consider 

· Use prominently displayed signs reminding people of the signs and symptoms of flu and measures to be adopted 

· Clean surfaces frequently with the usual cleaning materials 

· Where practicable, make effective use of physical barriers to help restrict close interaction and direct contact with potentially ill customers or visitors 

· Consider improving access to hand hygiene facilities, eg making handrubs available 

· Minimise the amount of soft furnishings and other objects that could potentially become contaminated and are difficult to clean 

Organisational issues to consider

· raise awareness of the signs and symptoms of flu and the need for an individual with symptoms consistent with an influenza-like-illness (iLi) to self-isolate 

· consider how best to manage people with symptoms consistent with an iLi in the workplace 

· Promote an environment in which staff who become unwell feel that they can stay at home until they are well 

· consider alternatives to direct meetings and visits (eg phone or video conferencing) 

· Where visits from individuals with symptoms consistent with an iLi are unavoidable, encourage the proper use of respiratory etiquette and hand hygiene 

· Where practicable, direct contact should be avoided and, where possible, a distance of more than one metre should be kept between staff and customers or visitors 

· Where social interactions are unavoidable, individuals with symptoms consistent with an iLi should minimise close interactions and direct contact

Individual issues to consider 

· Encourage proper hand hygiene 

· Encourage proper respiratory hygiene 

· Minimise interactions with people 

· Consider asking individuals with symptoms consistent with an iLi to wear a face mask

Continued overleaf

2. To prevent the risk of healthy/susceptible people becoming infected 

Environmental issues to consider

· Assess access to hand hygiene facilities 

· Clean surfaces frequently touched by hands

Organisational issues to consider

· Raise awareness of the importance of respiratory etiquette and hand hygiene 

· Consider the practicability of the effective use of social distancing within work environments 

· Reduce face-to-face meetings wherever possible and only undertake essential travel 

· Encourage the use of video or telephone communication or conferencing 

· Consider the use of home working for those staff for whom this would be a practical option 

· Identify individuals who may be at particular risk of the adverse effects of flu and deploy to areas where contacts are minimal 
Individual issues to consider
· Encourage proper hand hygiene practices and minimise touching of mouth, eyes and/or nose 

· Increase social distancing 

· Minimise contact with individuals with symptoms consistent with an iLi 

· Consider asking individuals with symptoms consistent with an iLi to wear a face mask

Loss of Staff

The following steps are proposed in the event of the sudden, unscheduled and possibly sustained absence from work for any reason of key staff

Chief Officer 

The Senior Management Team should identify if the Chief Officer is absent

The Senior Management Team will then ascertain reasons for absence and likely duration, if possible through direct contact or via family member (see staff and trustee contact list).  

The Senior Management Team will then discuss with the staff any interim arrangements:

· If the period of absence is likely to be no more than 15 working days, then the management arrangements may be as though the Chief Officer is on annual leave. If appropriate the Senior Management Team will keep the Chair informed of the situation. 

· If period of likely absence is unknown, or could be for a sustained period of more than 15 working days, or possibly permanent, then the senior Management Team will inform the Chair, who may convene a trustees meeting at the earliest opportunity to discuss contingency plans.

In the event of a serious and possible sustained period of absence by the Chief Officer, consideration should be given by the Trustees to allowing the Senior Management Team to collectively or individually take on the Chief Officer role on an acting basis.

In extremis, interim managers (e.g. to backfill for managers taking on executive management roles) could be recruited from one of the specialist agencies operating in the charitable field or the use of appropriately skilled and experienced consultants 

At all times, the Chair and Trustees will need to consider which staff (if not all) need to be kept informed about developments and by what means. It may be appropriate that some external key contacts and funders are kept informed of the situation.

Other Staff

The line manager, or in their absence, the Chief Officer, should ascertain reasons for absence and likely duration, if possible through direct contact or via family member (see staff and trustee contact list).  
The line manager will then discuss with the Chief Officer any interim arrangements or action required.

The Chief Officer should brief the Chair if period of likely absence is unknown and/or could be for a sustained period of more than 20 days, or possibly permanent.

Staff, trustee and volunteers contact list
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Next of kin information can be found in Useful Business Continuity Information

Communication tree
A communication tree is an agreed process of who will contact who in the event of an emergency to ensure that everybody is aware of the situation.

The chart below show who is responsible for contacting which staff.

For example, the Chief Officer will contact three staff A,B and C, who will in turn contact the level 4 four staff they are each responsible for contacting.

If any part of the tree is broken. If a person is uncontactable, then ‘leapfrog’ that person 

For example, if the Chief Officer (level 2) cannot contact one of the level 3 people, then he/she will contact the level 4 people that person should have contacted

	Level 1
	
	Chair 
	

	Level 2
	
	Chief Officer
	

	Level 3
	name
	name
	Name

	Level 4
	Name

Name

name
	Name

Name

name
	Name

Name

name


Other trustees should be contacted only if the Chair and Chief Officer are not contactable.

Useful Business Continuity Information
This is a list of useful contacts, reference points, passwords and other key information essential in maintaining business continuity.

	Chief Officer
	

	Chair
	

	Alarms
	

	Insurances
	

	Landlord
	

	Office Users
	

	Gas
	

	Electric
	

	Water
	

	Telephone – external
	

	Telephone – internal
	

	Broadband
	

	Financial and banking information
	

	Internet domain names
	

	Mail Backup
	

	Databases
	

	Software
	

	IT Hardware
	

	IT support
	

	IT requirements
	

	Suppliers
	

	Off Site data 
	

	Photocopiers
	

	
	

	Accountant
	

	Accounts
	

	Payroll
	

	Solicitors
	

	Emergency cash  
	


Next of Kin Contact Information
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Alternative premises list

If access to the workplace is denied, alternative premises may be required in the short or long term

This section details any arrangements that an organisation may have in place

Accessing Emails and Calendar Remotely
This section details how staff can access emails, files etc if they are not in the office for any particular reason.
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