DCMS Business Continuity for Sponsored Bodies – Template for Business Continuity Plan


A suggested template for the business continuity plan is as follows. It should be noted that in practice some of the headings may well need to be adjusted in line with a particular organisation’s environment. 

The first part of the BCP is structured as follows:

1. Instructions for Use of the [insert name of organisation]’s Plan

1.1 Introduction

1.2 Action Task List Route Map

1.2.1 Summary Chart

1.2.2 Business Recovery Team

1.2.3 [insert name of business area 1]

1.2.4 [insert name of business area 2]

1.2.5 [insert name of business area 3]

1.2.x and so on 1.2.7

2. Introduction


2.1 Purpose and Scope of this Plan

2.2 Authority of this Plan

2.3 Objectives of this Plan

2.4 Scope of Disasters and Failures Covered by this Plan

2.5 Activation of this Plan (responsibilities for activation)

2.6 Structure of this Plan

3. Context


3.1 Introduction

3.2 Disaster and Failure Scenarios

The main disaster and failure scenario areas that were considered when identifying the business requirements for recovery, and the related business continuity strategy for [insert name of organisation], are identified in the following sub-sections.

3.2.1 IT and Data Communications Services Failure

3.2.1.1 [insert name of organisation] IT General Applications

One or more of the general applications could fail, such as [insert names of general applications, e.g. Windows, Word xxxx, Excel, Outlook and Oracle].

3.2.1.2 [insert name of organisation] IT Bespoke Applications 

The main bespoke applications are [insert names of bespoke applications].  One or more of these applications could fail.

3.2.1.3 [insert name of organisation] Building LAN x
The local area networks comprise a range of components [insert names of components, e.g. file servers, hubs, routers, switches, network interface cards, associated cabling], and could fail or be destroyed (e.g. through a fire in a patch room or the building generally).  In addition, PCs could also fail or be destroyed.

3.2.1.4 [insert name of organisation] Building LAN y
As for section 3.2.1.3 above.

3.2.1.5 [insert name of third party service] IT Service ‘a’

[insert name of third party service provider] provides a service for [insert name of organisation] for the [insert description of purpose of service, e.g. payment of supplier/contractor invoices]. The [insert name of third party service] could fail/be unavailable due to:

· a failure/disaster at either [insert name of organisation]  or [insert name of third party service provider]’s premises or (if relevant) over the link between them,

· breakdown of the [insert name of third party service provider] contract (e.g. contractual dispute between [insert name of third party service provider] and [insert name of organisation].  
[insert name of organisation] needs to be sure that the [insert name of third party service provider] business continuity plan is complete and usable, and that it is commensurate with [insert name of organisation] business needs.  However, even with a good plan in place and tested, the availability of the [insert name of third party service provider] service cannot be taken as being guaranteed, and thus this has to be taken into account in determining business continuity strategy for [insert name of organisation].  Further, the efficient use of the [insert name of third party service provider] service by [insert name of organisation] depends on the continued availability of the [insert name of supplied system] system within [insert name of organisation] and (if relevant) the communications infrastructure to [insert name of third party service provider].

3.2.1.6 [insert name of third party service] IT Service ‘b’
As for section 3.2.1.5 above.

3.2.1.7 [insert name of supplier of support service/helpdesk] IT Support Service ‘c’

[insert name of supplier of support service/helpdesk] is responsible for the [adjust sentence as relevant to the contract, e.g. management, procurement, installation and cabling] of [insert name of organisation]’s IT systems.  [insert name of supplier of support service/helpdesk] provides support from within [insert name of organisation] at [insert name of location], and (if relevant) there is a link from [insert name of supplier of support service/helpdesk]  at [insert name of organisation] to [insert name of supplier of support service/helpdesk] at [insert name of location] over a [insert name of type of link] link for management support (if relevant - albeit from a single PC in [insert name of location] not connected to the [insert name of organisation] network). 

The [insert name of supplier of support service/helpdesk] IT support service could fail/be unavailable due to:

· a communications failure at either [insert name of organisation] or [insert name of supplier of support service/helpdesk] locations or over the link between them,

· unavailability of [insert name of supplier of support service/helpdesk] staff at either [insert name of organisation]  or [insert name of supplier of support service/helpdesk] [insert name of supplier of support service/helpdesk location] premises,

· breakdown of the [insert name of supplier of support service/helpdesk] contract (e.g. contractual dispute between [insert name of supplier of support service/helpdesk] and [insert name of organisation]).

3.2.1.8 [insert name of supplier of support service/helpdesk] IT Support Service ‘d’

As for section 3.2.1.7 above.

3.2.1.9 Inter Organisation Building Communications
[insert name of organisation] is reliant on the [insert name] service link between the [insert number] main buildings for information interchange.  This link could be interrupted, destroyed (e.g. by a fire in a patch room/network services intake room) or the [insert name] service itself could fail.

3.2.1.10 Other External Communications Services

Other external communications services are:

insert list, e.g.

· for remote access to [insert name of organisation] e-mail,

· Internet:

· to the Internet for [insert name of organisation]staff going out,

· to [insert name of service] in order to make changes to the [insert name of organisation] public web site,

· to/from Internet for e-mail.

Any of these external communications services could fail.

3.2.2 Voice (including Mobile, Pager and Fax) Communications 
A number of voice networks are used by [insert name of organisation] any one of which could fail.  Further, as well as for the networks themselves, partial/total failure or destruction of the various communications components needs to be considered, such as PABXs, facsimile machines, mobile telephones and pagers.  Thus, the issues that need to be considered in the context of voice communications are:

· communications over fixed line (internal  - private, and PSTN - public) telephone services, between [insert name of organisation] locations over [insert name] private exchange, and over the PSTN,

· use of mobile phones,

· use of pagers,

· use of facsimile machines.

3.2.3 Utility Failure

[insert name of organisation] is dependent on water, electricity, and gas utilities.  If any of these fail because of problems, then the affected building(s) could have to close (e.g. if there was no water a building may have to close on health grounds).  In this circumstance, it is likely (although not guaranteed) that temporary access would be possible to retrieve equipment and documentation. 

Related to this utility failure scenario, the consequent effects could be lack of lighting, heating, and a usable physical access security system, thus rendering the building(s) unusable (although probably accessible temporarily).

3.2.4 Building Loss
Unavailability/loss of part or one or more buildings can occur through environmental incidents such as fire, water damage, explosion, etc.

3.2.5 Building Access Restrictions
Normal access to buildings may be denied or restricted through a range of factors including the utility failure scenario, civil unrest in the area, police cordons from terrorist incidents, building occupation, etc.  Access to [insert name of organisation] building(s) may be:

· temporarily accessible but not usable,

· not accessible at all.
3.2.6 Staff Unavailability
Staff (including contract support, such as the [insert name of supplier of support service/helpdesk] IT support staff) may be unavailable for a number of reasons, including:

· significant loss of life (e.g. through fire, explosion),

· widespread failure of public transport through a major incident or industrial action,

· adverse weather conditions,

· widespread illness (e.g. an influenza epidemic),

· mass resignation or other form of industrial action.

3.3 
Key Business Priorities (summary of main, key, priorities taken from the Business Continuity Strategy Report)

3.4 Summary of Business Requirements by Location

4. Overall Strategy (summary taken from the Business Continuity Strategy Report)

4.1 Introduction


4.2 Personnel

4.2.1 Introduction

4.2.2 Transport Failure

Requirement

(including table showing numbers of personnel required in office/workplace and at home by time periods.)

Agreed Strategy

4.2.3 Staff Shortages

Requirement

Agreed Strategy

4.2.4 Payment Authorisation (if relevant)

Requirement

Agreed Strategy

4.2.5 Staff Welfare

Requirement

Agreed Strategy

4.3 Accommodation

4.3.1 Space

Requirement

including tables showing:

· accommodation requirements - numbers of personnel required in office/workplace and at home by time periods by location,  

· similar to 1st table but showing numbers of :

· ‘core function’ personnel – those required ‘in office/workplace’ for long periods of time,

· ‘contingency’ personnel – those required ‘in office/workplace’ for long periods of time if a disaster or failure happens to occur at the same time as a particular key ‘business event’ which is normally not expected to occur very often), and

· ‘transient’ personnel – those only required to be in office/workplace part-time, e.g. to handle particularly urgent work, to authorise payments.

For those organisations with more than one location, it may be useful to include another table showing spare capacity, including using conference/meeting rooms, which might be utilised if not all locations are affected by a disaster or failure as an interim strategy with ‘core’ etc. personnel say in the early stages of responding to a disaster or failure – with an indication of who those personnel may be by ‘role’.

Agreed Strategy

4.3.2 Furniture and Office Equipment

Requirement

Agreed Strategy

4.4 IT and Data Communications

4.4.1 IT Infrastructure

Requirement

including tables showing:

· numbers of desktops/laptops required for alternative accommodation, and laptops for working at home by time periods by location,

· the requirements by ‘core function’, ‘contingency’ and ‘transient’ personnel.

Agreed Strategy

4.4.2 E-Mail Service

Requirement

Agreed Strategy

4.4.3 Access to Information Stored Electronically

Requirement

including a table showing the key information access requirements by time periods by business area.

Agreed Strategy

4.4.4 IT Service ‘a’ (e.g. payments) 

Requirement

Agreed Strategy

4.4.5 IT Service ‘b’ (e.g. payroll) 

Requirement

Agreed Strategy

4.4.6 IT Support Service ‘c’ (e.g. outsourced IT)

Requirement

Agreed Strategy

4.4.7 IT Support Service ‘d’ (e.g. helpdesk)

Requirement

Agreed Strategy

4.4.8 Inter Organisation Building Communications

Requirement

Agreed Strategy

4.4.9 Other External Data Communications 

Requirement

Agreed Strategy

4.5 Voice Communications

4.5.1 Fixed Line (Internal (Private) and PSTN (Public)) Telephone Services 

Requirement

including tables showing:

· number of telephones required for alternative accommodation and numbers of landlines/mobile telephones for home working, by time periods by location, 

· the requirements for alternative accommodation by ‘core function’, ‘contingency’ and ‘transient’ personnel.

Agreed Strategy

4.5.2 Mobile Telephone Services (if relevant)

Requirement

Agreed Strategy

4.5.3 Pagers (if relevant)

Requirement

Agreed Strategy

4.5.4 Facsimile Machines (if relevant)

Requirement

Agreed Strategy

4.6 Other Non-IT Equipment, Facilities, Services, Collections, etc. [insert appropriate titles]

For example

 4.6.1 Collection ‘x’

Requirement

Agreed Strategy

e.g. (1) regarding unavailability of /damage to ‘collection’ location – obtain guarantee of quick public safety organisation response (low single figure minutes), and ability to ‘zone off’ areas to minimise damage, or move ‘collection’ or parts thereof, and maybe related retail outlet facilities, (2) regarding unavailability of access to ‘collection’ - depending on projected time of no access, move ‘collection’ or parts thereof, and maybe related retail outlet facilities.

4.6.2 Collection ‘y’

Requirement

Agreed Strategy

4.6.3 Key Non-IT equipment (or facility or service) ‘w’

Requirement

Agreed Strategy

4.7 Implications of the Overall Strategy (including key pre-emptive actions prior to any disaster or failure)

5. Organisation

5.1 Introduction

5.2 Business Continuity/Recovery Organisation

5.2.1 Organisational Structure (include ‘organisation’ chart)

5.2.2 Business Continuity Co-ordination Team (introduction to)

5.2.3 Business Continuity Manager

5.2.4 Business Continuity Co-ordinator

5.2.5 IT and Communications Co-ordinator

5.2.6 On-site Co-ordinator for Existing Accommodation

5.2.7 On-site Co-ordinator for Alternative Accommodation

5.2.8 Human Resources Co-ordinator

5.2.9 Local Business Resumption Co-ordinators

5.2.10 Press Officer (or person with press responsibilities)

5.2.11 Finance Officer (or person responsible for financial aspects)

Then as applicable maybe such as:

5.2.12 Collections Co-ordinator (with reference to his/her teams and roles)

5.2.13 Visitor Co-ordinator

Then …

5.2.14 [insert name of organisation] Management Board
6. Logistics

6.1 Introduction

6.2 Centre of Operation (for recovery)

6.3 Management of Key Post Holder and Contact Details (with names, contact details, etc. in Appendices, including for deputies for key roles)

6.4 Public Relations (how and who, etc.)
6.5 Transport Arrangements

6.6 Expenditure Control/Emergency Purchasing

6.7 Remuneration/Personnel Policies in a Disaster or Failure

6.8 Security Procedures in a Disaster or Failure (normal requirements applicable, including for alternative accommodation, and any particular additional for disaster/failure scenarios)
7. Documentation and Media Security

7.1 Key Documentation and Operational Records

7.2 Routine Security of Magnetic Media

7.3 Access to Backup Copies of Magnetic Media, Documentation and Operational Records

8. Maintenance and Testing of the Plan

8.1 Introduction (including to plan lifecycle – initial testing, review, plan update, periodic review, review on significant changes to organisational environment, etc, further update, and responsibilities) 

8.2 Maintenance of the Plan

8.3 Testing of the Plan (initially and then periodic)

8.3.1 Testing Strategy

8.3.2 Planning of Tests

8.3.3 Undertaking of Tests


8 .3.4 Review of Tests
Then the following sections contain the action task lists for the business continuity co-ordination team and all of the business areas.  Examples of action task lists, and de facto the structure to follow, are shown in attachment 1 to this document.

9. Action Task Lists (Business Continuity Co-ordination Team)

9.1 Introduction

9.2 General Plan of Action


9.2.1 Introduction

9.2.2 Alert (including list of applicable task lists by reference number, title and who assigned to)

9.2.3 Invocation (including list of applicable task lists by reference number, title and who assigned to)
9.2.4 Resumption (including list of applicable task lists by reference number, title and who assigned to)

9.2.5 Restoration (including list of applicable task lists by reference number, title and who assigned to)
9.3 Task Lists


9.3.1 Introduction

(It should be noted that the following are shown as examples.)


9.3.2 Co-ordination Alert 1 (Receive notification of a disaster or failure) 

9.3.3 Co-ordination Alert 2 (Receive request from key personnel to come into (name of organisation) locations)

9.3.4 Co-ordination Invocation 1 (Invoke IT & Communications resumption plan) 

9.3.5 Co-ordination Invocation 2 (Invoke FM resumption plan) 

9.3.6 Co-ordination Invocation 3 (Invoke non-IT/Communications/FM resumption plan) 

9.3.7 Co-ordination Invocation 4 (Ensure welfare of staff and relatives in the event of a disaster) 

9.3.8 Co-ordination Invocation 5 (Gain authorisation to activate alternative accommodation)

9.3.9 Co-ordination Invocation 6 (Co-ordinate activation of alternative accommodation and provide advice to affected staff)

9.3.10 Co-ordination Resumption 1 (Activate alternative accommodation)

9.3.11 Co-ordination Resumption 2 (Relocate Business Continuity Co-ordination Team)

9.3.12 Co-ordination Resumption 3 (Respond to theft or attempted theft at [insert name of organisation] location)

9.3.13 Co-ordination Resumption 4 (Respond to non-theft related disaster/failure at [insert name of organisation] location) 

9.3.14 Co-ordination Resumption 5 (Gain access to [insert name of organisation] location) 

9.3.15 Co-ordination Resumption 6 (Authorise use of contract taxi service)

9.3.16 Co-ordination Resumption 7 (Authorise use of contract courier service)

9.3.17 Co-ordination Resumption 8 (Change [insert name of organisation] recorded message/status web page)

9.3.18 Co-ordination Resumption 9 (Advise staff of disaster or failure)

9.3.19 Co-ordination Resumption 10 (Co-ordinate retrieval of key information)

9.3.20 Co-ordination Restoration 1 (Activate Restoration Phase)

9.3.21 Co-ordination Restoration 2 (Co-ordinate Restoration Phase)

9.3.22 Co-ordination Restoration 3 (Deactivate Alternative Accommodation)

10. Action Task Lists (name of business area) 

10.1 Introduction


10.2 General Plan of Action

10.2.1 Introduction

10.2.2 Alert

10.2.3 Invocation


10.2.4 Resumption

10.2.5 Restoration

10.3 Task Lists

10.3.1 Introduction

10.3.2 [insert name of business area] Alert 1 (Advise ‘xyz’)

etc.

10.3.3 [insert name of business area] Invocation 1 (perform initial local actions)

etc.

10.3.4 [insert name of business area] Resumption 1 (resume ‘abc’ activities)

etc.

10.3.4 [insert name of business area] Restoration 1 (retrieve and return contingency assets)
etc.

11., 12., etc. (and so on for each business area, collection, etc.)

…………….

……………..

00. [insert number] Action Task List Summary

(Insert a short introduction and then a summary list of all action task lists, with indications of who is responsible during each stage – with a separate section for the business continuity co-ordination team and then each business area. It is sensible here to use tabular form with roles on the vertical plane and the four phases on the horizontal plane – thereby for each role you can look across the table and see all of the action task lists that that role is responsible for.)

01. [insert number] References

Appendix A Abbreviations

Appendix B Key Post Holders

Appendix C Key Contact Details (roles/posts identified in Plan – including deputies, first aiders, fire wardens, utilities, emergency services, etc. – names and addresses, and office/workplace, mobile and (where applicable) home telephone numbers), with instructions for maintaining security for this sensitive information

Appendix D General Business Continuity/Emergency Information for Staff

Appendix E Supplier Lists

Appendix F Normal and Alternative Accommodation Checklists, Floor Plans, Maps and Directions

Appendix G [insert name of organisation] Business Continuity Forms (Disaster/Failure Alert, Alert Tracking and Alert Closure Forms – see examples elsewhere on AGORA), Advice to Payments Representative Form, etc.) and, as relevant, Procedures

Appendix H draft statements (e.g. skeleton formats or pre-conceived words) for releases to the media, messages to staff)

Appendix I Inventories (e.g. actual inventories of that needed to complete actions - hardware, stationery in designated store, etc., or cross references to inventory lists elsewhere).

Appendix J Incident Report Form

(Note: for collection related plans, additions to appendices or new appendices could include:

· list of collection emergency equipment, e.g. torches, camera – loaded with film and usable batteries, telephones, radios, tarpaulins, shovels, and details of where this is stored - duplicate stores in geographically different locations,

· contact details of internal and external conservators and specialists (covering all types of relevant items and their material) available for instant call-out,

· contact details for calling up such as lorries at short notice to move items,

· as relevant, floor plans with an indication of the location of hazardous collection items, and instructions on how such is to be handled and stored in alternative accommodation,

· priority list of collection items to be re-located,

· details of actions required for different materials, e.g. films – such as negatives and video tapes, metals, paintings, papers, photographic negatives and prints, sculptures, sound recordings, textiles, wood,

· instructions such as to take photographs with emergency camera.

List of Figures

List of Tables

(Then, once the business continuity plan has been produced, an appropriate number of copies should then be stored remotely from the location that they cover, for immediate use in the event of a disaster or failure.)

Attachment 1 – Examples of Action Task Lists


Introduction

Some examples are provided below of action task list for the different business continuity plan activation phases. It should be noted that these examples are from an action task list suite for the central co-ordination role, not for individual business areas (i.e. those that would be used by local business resumption co-ordinators).

Alert Phase

The Alert phase encompasses the raising of the alarm in the event of a disaster or failure and the contacting of key personnel. In the event of a disaster or failure outside office/workplace hours, on-site security guards and the business continuity co-ordination team should have a contact list (see Appendices x and y).  During normal working hours, the [insert name of organisation]’s staff will advise the business continuity co-ordination team in accordance with the appropriate action task lists. The action task lists for the Alert Phase are shown below. 

	Action Task List No.
	Title
	Assigned to

	Co-ordination Alert 1
	Receive notification of a disaster or failure
	Business Continuity Manager

	Co-ordination Alert 2
	Receive request from key staff to come into [insert name of organisation]’s office/workplace
	Business Continuity Co-ordinator


Co-ordination Alert 1 (Receive notification of a disaster or failure)

	ACTION TASKLIST NUMBER:

Co-ordination Alert 1

ASSIGNED TO:



Business Continuity Manager

TIMESCALE FOR COMPLETION:
(Steps 1-5) Within 2 hours

ACTIONED BY:

	STEP
	TASK
	DATE and TIME (Start/End)
	COMMENTS

	1. 
	Complete Part A of the Disaster/Failure Alert Form (see Appendix ‘a’), and provide the informant with an Alert reference number.
	
	

	2. 
	Decide whether to convene the Business Continuity Co-ordination Team.  If so, then determine location and time, and notify members of the Business Continuity Co-ordination Team (see Appendix ‘b’) of the meeting.
	
	

	3. 
	If a meeting is held, assess in conjunction with other members of the Business Continuity Co-ordination Team the scale of, and situation surrounding, the disaster or failure. Then, determine whether to invoke (or modify) alternative conditions operational in a disaster or failure, covering aspects such as:

· suspension of certain lower priority activities;

· changes to delegated levels of authority;

· changes to remuneration conditions.

· confirm immediate action plan for response.
	
	

	4. 
	Assign responsibility for resolution of (aspects of) the disaster or failure to member(s) of the Business Continuity Co-ordination Team.  Pass them the details on the [insert name of organisation]’s Disaster /Failure Form (or a copy of the form itself). In general:

· if the disaster or failure relates to IT/data communications or voice/fax/pager/mobile communications, the alert should be passed to the person responsible for IT and communications co-ordination (the IT and Communications Co-ordinator) to progress the relevant aspects (see Co-ordination Invocation 1),

· if the disaster or failure has resulted in injury or death, the alert should be passed to the person responsible for human resources co-ordination (the Human Resources Co-ordinator) to address staff welfare needs (see Co-ordination Invocation 4). 

· If the disaster or failure relates to building utilities/services/facilities or theft at [insert name of organisation]’s location(s), the alert should be passed to the person responsible for co-ordination at the normal accommodation (the On-site Co-ordinator for Affected Accommodation) to progress the relevant aspects, if relevant in conjunction with any FM contractor (see Co-ordination Invocation 2).

· for all other disasters or failures (i.e. transport, building access restrictions or other non-IT/communications/FM issues, the alert should be passed to the Business Continuity Co-ordinator to progress (see Co-ordination Invocation 3).

If responsibility is not clear, meet with the team first to decide who is most suitable to resolve the problem. Then record the person to whom the alert has been passed for resolution on Part B of the Disaster/Failure Alert Form.  
	
	

	5. 
	If the disaster or failure is likely to significantly affect [insert name of organisation]’s business functions, contact Z (the person responsible for dealing with ‘press’ matters  (see Appendix y) and advise him/her of:

· the nature of the disaster or failure,

· the business functions affected,

· timescale for resolving the disaster or failure.

Depending on the degree of the disaster or failure, contact the members of the [insert name of organisation]’s Board and similarly apprise them of the situation.

Also depending on the degree of the disaster, contact the [insert name of organisation]’s Business Continuity Manager (see Appendix y) and similarly apprise them of the situation.
	
	

	6. 
	Monitor progress of resolving the disaster or failure, recording status in Part B of the Disaster Alert Form. If necessary, keep Z (the person responsible for dealing with ‘press’ matters (see Appendix ‘b’) informed of the situation. (This action may be delegated to the Business Continuity Co-ordinator.)
	
	

	7. 
	After the disaster or failure has been resolved, contact the person who initially raised the alert and advise them that the disaster or failure has been resolved (as appropriate). If necessary, also inform the [insert name of organisation]’s Board, [insert the name of the person responsible for dealing with ‘press’ matters] and the [insert name of organisation]’s Business Continuity Manager (see Appendix ‘b’) that the disaster or failure has been resolved.
	
	

	8. 
	Authorise closure of the alert by completing Part C of the Disaster/Failure Alert Form.
	
	

	
	END OF TASKLIST
	
	


Co-ordination Alert 2 (Receive request from key staff to come into [insert name of organisation]’s office/workplace)

	ACTION TASKLIST NUMBER:

Co-ordination Alert 2

ASSIGNED TO:



Business Continuity Co-ordinator

TIMESCALE FOR COMPLETION:
Within 2 hours

ACTIONED BY:

	STEP
	TASK
	DATE and TIME (Start/End)
	COMMENTS

	1. 
	During an alert which has resulted in staff being advised not to come to work, on receipt of a request for a key member of staff to come into a [insert name of organisation]’s location - take the caller’s name and details of why they want to come into the office/workplace. 
	
	

	2. 
	Provide advice to the caller on the availability of [insert name of organisation]’s locations, IT and communications, etc., based on current evidence.  

If the location that the caller would normally work from is unavailable, and the Business Continuity Manager has authorised activation of the alternative accommodation if required, then advise the caller that he/she would need to relocate to the planned alternative accommodation.
	
	

	3. 
	If there are known transportation problems, check how the caller plans to travel to the [insert name of organisation]’s location ‘Y’.  

If the caller plans to drive in or use public transport, then provide advice on public transport and traffic systems based on current available evidence.
	
	

	4. 
	If the caller needs to use a contract taxi service, perform task list Co-ordination Resumption 6.
	
	

	5. 
	Confirm with the caller that, given the advice provided in Steps 3 and 4, they still wish to come into the [insert name of organisation]’s location ‘Y’.  

If the caller decides to remain at home, recommend that they check the [insert name of organisation]’s recorded message/status web page at regular intervals for further advice.  Go to end of task list.
	
	

	6. 
	If the location that the caller would normally work from is available, then advise the On-site Co-ordinator for Affected Accommodation and the IT and Communications Co-ordinator as appropriate that additional staff will be coming into that location.  Ensure that security guards responsible for that building are also so advised.
	
	

	7. 
	If the caller has been advised to relocate to the alternative accommodation, then ensure that the person responsible for the alternative accommodation (the On-Site Co-ordinator for Alternative Accommodation) has activated the alternative accommodation.  
	
	

	
	END OF TASKLIST
	
	


Invocation Phase

The objectives of the Invocation Phase are to enable an assessment of the situation to be made in order to:

· decide whether to declare a disaster or failure,

· declare the type and degree of the disaster or failure,

· in the event of a serious disaster or failure, activate the relevant part(s) of this Business Continuity Plan.

If a disaster or failure is identified, then the action task lists for the Invocation Phase itemised below will be invoked.

	Action Task List Number
	Title
	Assigned to

	Co-ordination Invocation 1
	Invoke IT and Communications resumption plan
	IT and Communications Co-ordinator

	Co-ordination Invocation 2
	Invoke FM resumption plan
	On-site Co-ordinator for Affected Accommodation

	Co-ordination Invocation 3
	Invoke non-IT/Communications/FM resumption plan
	Business Continuity Co-ordinator

	Co-ordination Invocation 4
	Ensure welfare of staff and relatives in the event of a disaster
	Human Resources Co-ordinator

	Co-ordination Invocation 5
	Gain authorisation to activate alternative accommodation
	Business Continuity Co-ordinator

	Co-ordination Invocation 6
	Co-ordinate activation of alternative accommodation and provide advice to staff
	Business Continuity Co-ordinator


Example: 

Co-ordination Invocation 4 (Ensure welfare of staff and relatives in the event of a disaster)

	ACTION TASKLIST NUMBER:

Co-ordination Invocation 4

ASSIGNED TO:



Human Resources Co-ordinator

TIMESCALE FOR COMPLETION:
Within 2 hours (Steps 1-5)

ACTIONED BY:

	STEP
	TASK
	DATE and TIME (Start/End)
	COMMENTS

	1. 
	On being notified that staff and/or visitors (including contractors and members of the public) have been injured or killed in a disaster, liaise with emergency services and survivors in order to:

· identify the names of staff or visitors affected,

· assess the extent of death or injuries,

· move the survivors away from the affected area(s).

This may require attendance at the disaster site, hospitals or individuals’ homes.
	
	

	2. 
	Identify the next of kin of the affected staff using staff information database. Ensure that the next of kin of all affected personnel are notified as soon as possible.
	
	

	3. 
	Ensure that the short term needs of the survivors and other affected staff (including visitors and contractors) are addressed.  This may mean providing personnel with transport or with funds to get home from petty cash.
	
	

	4. 
	Contact the counselling and support service (see Appendix ‘b’) and apprise them of the situation.

Ensure that all affected staff and the next of kin of those deceased/seriously injured are adequately supported.
	
	

	5. 
	Ensure that Z (the person responsible for dealing with ‘press’ matters) and the Business Continuity Co-ordinator (see Appendix ‘b’) have been advised as to the extent of the injuries/deaths.
	
	

	6. 
	Advise management to monitor the surviving staff for signs of post traumatic stress disorder over the following months.  If observed, contact the counselling and support service for further action/advice.
	
	

	7. 
	Liaise with (name of finance branch) Business Resumption Co-ordinator to ensure that staff are paid on time and that terms and conditions of employment have been suitably adjusted where appropriate (e.g. for authorisation of travel and subsistence in the event of a disaster).
	
	

	8. 
	Liaise with the Business Continuity Co-ordinator and Z (the person responsible for dealing with ‘press’ matters) over communications with staff about the disaster, and the actions that should be taken to restore normal business operations (e.g. letters home, changes to the [insert name of organisation]’s recorded message/status web page, staff meetings).
	
	

	
	END OF TASKLIST
	
	


Resumption Phase

Once the degree of the disaster or failure has been assessed by the designated member of the Business Continuity Co-ordination Team, then appropriate actions to secure and reintroduce key business functions and supporting services will be performed in a controlled and orderly manner. The action task lists for the Resumption Phase are itemised below.

	Action Task List Number
	Title
	Assigned to

	Co-ordination Resumption 1
	Activate (location name)alternative accommodation
	On-Site Co-ordinator for Alternative Accommodation

	Co-ordination Resumption 2
	Relocate Business Continuity Co-ordination Team
	Business Continuity Co-ordinator

	Co-ordination Resumption 3
	Respond to theft or attempted theft at a (name of organisation) location
	On-site Co-ordinator for Affected Accommodation

	Co-ordination Resumption 4
	Respond to non-theft related disaster/failure at (name of organisation) location
	On-site Co-ordinator for Affected Accommodation

	Co-ordination Resumption 5
	Gain access to (name of organisation) location
	On-site Co-ordinator for Affected Accommodation

	Co-ordination Resumption 6
	Authorise use of contract taxi service
	Business Continuity Co-ordinator

	Co-ordination Resumption 7
	Authorise use of contract courier service
	Business Continuity Co-ordinator

	Co-ordination Resumption 8
	Change [insert name of organisation]’s recorded message/web page
	Business Continuity Co-ordinator

	Co-ordination Resumption 9
	Advise staff of disaster or failure
	Business Continuity Co-ordinator

	Co-ordination Resumption 10
	Co-ordinate retrieval of key information
	Business Continuity Co-ordinator


Example:

Co-ordination Resumption 5 (Gain access to (name of organisation) location)

	ACTION TASKLIST NUMBER:

Co-ordination Resumption 5

ASSIGNED TO:



On-site Co-ordinator for Affected Accommodation

TIMESCALE FOR COMPLETION:
Within 6 hours

ACTIONED BY:

	STEP
	TASK
	DATE and TIME (Start/End)
	COMMENTS

	1. 
	On receipt of a request to access a [insert name of organisation]’s  location deemed uninhabitable or inaccessible, take details of:

· reason for access (e.g. retrieval of equipment/information);

· exact location where access is required to;

· timescales for access;

· any additional security requirements required (e.g. secure transport for equipment/assets being retrieved);

name(s) of staff requiring access (and contact numbers).
	
	

	2. 
	In conjunction with FM manager (and if relevant, contractor), assess potential danger to personnel, 

consulting with other Business Continuity Co-ordination Team members as necessary to define a safe and secure method of entry and exit.  Final authorisation for access to a [insert name of organisation]’s location deemed uninhabitable or inaccessible rests with the Business Continuity Manager.
	
	

	3. 
	If danger is assessed as being too great, advise staff requesting access accordingly and liaise with the Business Continuity Co-ordinator to define an alternative course of action.  Go to end of task list.
	
	

	4. 
	Liaise with staff requesting access and FM manager (and if relevant, contractor) and local security guards (and if necessary, police and/or other emergency services) to arrange time and method of access to the building.
	
	

	5. 
	Advise staff requesting access where to meet prior to attempting access.  Instruct them not to attempt access without your presence.
	
	

	6. 
	Attend the location and supervise access to the required location.
	
	

	
	END OF TASKLIST
	
	


Restoration Phase

After the disaster/failure has been satisfactorily resolved, the Business Continuity Co-ordination Team will meet and direct that:

· business functions must be restored to normal,

· all IT backups or other assets stored at the alternative accommodation must be retrieved and disposed of (unless they are normally stored there),

· all equipment (e.g. laptops, mobile phones) specifically allocated to act as contingency for a disaster or failure must be recalled.

The action task lists for the Restoration Phase are itemised below:

	Action Task List Number
	Title
	Assigned to

	Co-ordination Restoration 1
	Activate Restoration Phase
	Business Continuity  Manager

	Co-ordination Restoration 2
	Co-ordinate Restoration Phase
	Business Continuity Co-ordinator

	Co-ordination Restoration 3
	Deactivate Alternative Accommodation
	On-Site Co-ordinator for Alternative Accommodation


Example:

Co-ordination Restoration 2 (Co-ordinate Restoration Phase)

	ACTION TASKLIST NUMBER:

Co-ordination.Restoration.2

ASSIGNED TO:



Business Continuity Co-ordinator

TIMESCALE FOR COMPLETION:
Following resolution of the disaster

ACTIONED BY:

	STEP
	TASK
	DATE and TIME (Start/End)
	COMMENTS

	1. 
	Confirm that the disaster has been resolved by checking with the Business Continuity Co-ordination Team member(s) to whom resolution of the problem(s) has been assigned. Keep a record of confirmation.
	
	

	2. 
	Once all confirmations that all identified problems assigned to them have been satisfactorily resolved and that no further problems are likely to occur, then report this information to Business Continuity Manager. 
	
	

	3. 
	Meet with rest of Business Continuity Co-ordination Team to discuss next course of action.  Receive confirmation from Business Continuity Manager which staff involved in Business Continuity activities should be stood down and how much continuity equipment distributed to key staff should be recalled.
	
	

	4. 
	Amend [insert name of organisation]’s recorded message/status web page to advise staff from the affected areas to return to normal place of work.
	
	

	5. 
	Instruct On-Site Co-ordinator for Alternative Accommodation that Alternative Accommodation should be deactivated once all staff have returned to their normal place of work. Advise him/her to confirm when this has been done. 
	
	

	6. 
	Instruct the business resumption co-ordinators for the key functions to be restored to ensure that all IT backups and other assets stored at alternative accommodation are returned and if necessary disposed of. Advise them to confirm when this has been done. 
	
	

	7. 
	Instruct the payments representatives (if any) for the business functions to be restored to ensure that all payments information has been returned to the office/workplace and has been disposed of properly. Advise them to confirm when this has been done. 
	
	

	8. 
	Recall continuity IT equipment and mobile phones distributed to staff.  
	
	

	9. 
	Sanitise all IT equipment in accordance with the standing instructions. Where rented (if any), return sanitised equipment to vendor.
	
	

	10. 
	Ensure that telephone numbers are now correctly allocated and that the [insert name of organisation]’s switchboard has an accurate record of [insert name of organisation]’s telephone numbers.
	
	

	11. 
	Advise Business Continuity Manager that all business functions have been restored and all equipment recalled. Repeat from Step 3 until all staff have returned to their normal place of work and all equipment has been restored.
	
	

	12. 
	Receive confirmation from On-Site Co-ordinator for Alternative Accommodation that Alternative Accommodation has been deactivated.  Keep a record of the confirmation.
	
	

	13. 
	If relevant. de-activate free phone number.
	
	

	14. 
	Collate all completed action task lists/records returned and store securely.
	
	

	15. 
	Advise Business Continuity Manager that all business functions have been restored and all Continuity equipment recalled.
	
	

	
	END OF TASKLIST
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