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GDPR Readiness Assessment Questionnaire 	
GDPR Readiness Review
As part of our GDPR implementation plan, we are carrying out a review of processing activities carried out by third parties working with the Trust.
It would be helpful if you could provide us with an update on where you are with your GDPR readiness – specifically in relation to the processing activities you manage and/or information systems on our behalf or which are undertaken in the course or providing goods or services to the Trust.
Please complete this short questionnaire and return it to me at the email address provided below within the next 2 weeks.  If you have a supporting GDPR readiness statement, please provide this too.

Following receipt of your readiness statements, we will advise you of next steps which may include agreement to revised contract clauses or acceptance of a specific GDPR agreement where no contract exists.

Thank you for your assistance.

Patrick von Aulock
Head of Contracts – Epsom & St. Helier University Hospitals NHS Trust
70 East Street
Epsom,
Surrey KT17 1HB
Email : esth.gdpr@nhs.net
Landline : 0208 – 296 4681
Mobile : 07795 – 354 053


	1. Supplier Summary Information 

Please complete basic Supplier Information 


	Name of Processor
	

	ICO Registration No
	

	Completed By (Name)
	

	Phone
	

	E Mail
	

	Job Title
	

	Date Completed
	



	2. Generic Corporate Readiness Information

Please confirm the processes, current technologies or any forthcoming enhancements to support compliance with the GDPR and new UK data protection laws (where stated as forthcoming, please confirm the date by which you expect the enhancement to be implemented).  In particular we are interested in the following areas:


	A. Rights of the data subject:

	a) Right of access (subject access)  Article 15
	

	b) Right to rectification – Article 16
	

	c) Right to erasure (right to be forgotten) – Article 17
	

	d) Right to restrict processing – Article 18
	

	e) Right to data portability – Article 20
	

	f) Ability to set record retention periods on data sets (and secure and permanent disposal of data where required)
	

	B. Please provide an overview of any privacy enhancing technologies such as: 

	a) Ability to provide anonymised document/reporting
	

	b) Ability to provide pseudonymised documents/reporting
	

	c) Robust audit trail of activity including view only
	

	d) Effective role based access control 
	

	e) Other (please state)
	

	C. Governance and accountability – if you process information on our behalf:

	a) DPO - Please provide details of your data protection officer where applicable (name, contact number, email address)
	

	b) Policies and Procedures - Please confirm that you have an up to date data protection and information security policy
	

	c) Training and awareness – please confirm that you have an adequate training and awareness programme in place to support compliance with data protection?
	

	d) Sub-processors – please provide confirmation of any sub-processing connected with our activity.
	

	e) Non EU Sub-processors – please provide details of any non EU processing in relation to your contract with us.
	

	f) New sub-processors – please confirm that you will seek written authority from data controllers before engaging the services of a sub-processor.
	

	g) If you operate from outside of the EU – please confirm if you have or intend to appoint a representative within the EU?  
	

	h) What has the vendor done internally to comply with GDPR?
	

	i) Incident reporting - Please confirm internal systems to ensure that processes are in place to enable the organisation to satisfy the 72-hour breach notification requirement.
	

	j) Please provide a copy of your company’s Privacy Notice.
	

	k) Please describe your processes for detecting and communicating data breaches.
	

	l) Verify clearly the instructions in your contracts detailing what happens to the data at the end of the contract period or termination?
	

	m) Verify that beyond certification, as a supplier security and compliance measures are tested to meet GDPR standards. 
	

	n) All suppliers that have access to or process personal Trust data must complete the Data Protection and Security Toolkit (DPST) or equivalent.

Please provide your organisation code for the Data Protection and Security Toolkit.
	

	o) Please provide a general statement of your GDPR preparedness below or link to any public facing information:
	




	3. Supplies / Contract Specific Information 

Please complete the table below for each service you provide to the Trust (replicate Table as necessary to capture where more than one product or service delivered).


	Description
	Details

	Description of Product or Service being Supplied
	

	Contract Type 
CCS Framework (Please State Framework Number
	
☐
	

	LPP Framework (Please State Framework Number)
	☐
	

	NHS Standard Terms and Conditions (Please State Source)
	☐
	

	Other Framework (Please State Framework Source and Number)
	☐
	

	Suppliers Terms and Conditions
	☐
	

	Other Terms and Conditions (Please describe)
	☐
	

	Identity of the Controller and Processor
	The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor.

	Subject matter of the processing
	[This should be a high level, short description of what the processing is about i.e. its subject matter of the contract. 

Example: The processing is needed in order to ensure that the Processor can effectively deliver the contract to provide a service to members of the public. ]


	Duration of the processing
	[Clearly set out the duration of the processing including dates]

	Nature and purposes of the processing
	[Please be as specific as possible, but make sure that you cover all intended purposes. 

The nature of the processing means any operation such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction of data (whether or not by automated means) etc.

The purpose might include: employment processing, statutory obligation, recruitment assessment etc]
 

	Type of Personal Data being Processed
	[Examples here include: name, address, date of birth, NI number, telephone number, pay, images, biometric data etc]

	Categories of Data Subject
	[Examples include: Staff (including volunteers, agents, and temporary workers), customers/ clients, suppliers, patients, students / pupils, members of the public, users of a particular
website etc]

	Plan for return and destruction of the data once the processing is complete
UNLESS requirement under union or member state law to preserve that type of data
	[Describe how long the data will be retained for, how it be returned or destroyed]




	4. Security 

Suppliers of critical IT systems that could impact on the delivery of care, or process personal identifiable data, should have the appropriate certification (suppliers may include other health and care organisations).


	Description
	Details

	Description of Product or Service being Supplied
	

	Supplier holds current ISO/IEC27001:2013 certificate issued by UKAS accredited certifying body and scoped to include all core activities required to support delivery of services to the Trust.
	
☐
	

	Supplier holds current Cyber Essentials (CE) certification from an accredited CE certification body.
	☐
	

	Supplier holds current Cyber Essentials Plus (CE+) certification from an accredited CE+ Certification Body.
	☐
	

	Digital Marketplace: supplier services are available through the UK Government Digital Marketplace under a current framework agreement.
	☐

	

	Other Please describe
	☐
	





	Trust Contact Details

	Please return to:
	[bookmark: _GoBack]Patrick von Aulock 
Email : esth.gdpr@nhs.net

	Please direct any queries to:
	Patrick von Aulock
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