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Agenda

Purpose
. 10:00 Welcome and Introduction
. . 10:10 What is the GDPR & Data Protection Act and how
Overview of the 2018 Data Protection Act and the 1. Understand the General Data Protection does it apply to my business
General Data Protection Regulation Regulation (GDPR) key changes for . 12:00 The Information Commissioners Office, their
businesses powers and mandatory registration process
. 12:30 Lunch

. | . . 13:15 Rights of the individual, Subject Access Rights and
2. Have confidence in what compliance looks like how to respond and redact
. 14.15 Preventing and managing a data breach & case
study on breach incident and outcome

Stay Compliant
(BLS Ltd) 3. Promote questions and discussions . 15:00 Refreshment break
. 15:15 The 2018 Act and General Data Protection

regulations & Steps you should be taking
. 16.00 Summary of the day and Q & A

General Data Protection Regulation is an EU
Regulation (May 20 18) intended to:

- Strengthen data protection for all individuals

across the UK
_ Control the export of personal data outside the

- Give control back to citizens and residents OVer
their personal and sensitive data

Data Protection Act 2018

Human Rights Acy 1998
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The DPA Principles

The Data Protection Principles: Common ma_m:mm Rules —

Or\ Fair and Lawful

.F\ A specific purpose \
» Adequate, Accurate, not Excessive
&/ Kept up to date /

Kept only as long as :mommmm_ﬂm
&/ Processed in accordance with the data subjects rights

\_u \. Kept secure

\A nV\ Not qm:mvﬂ:ma‘ t %m ﬁ%cﬁ%@xﬁm pr tections

/

Lawful basis:

You must have a valid lawful basis in order to process
personal data.

There are six available lawful bases for processing.

No single basis is ‘better’ or more important than the
others — which basis is most appropriate to use will
depend on your purpose and relationship with the
individual.

F QUIZ |

The Data Protection Principles: Common Sense Rules —

Fair and Lawful

* A specific purpose

Adequate, Accurate, not Excessive

Kept up to date

Kept only as long as necessary

Processed in accordance with the data subjects rights
Kept secure

Not transferred outside the EEA without adequate protections

Lawful basis:

Most lawful bases require that processing is ‘necessary’.

If you can reasonably achieve the same purpose without
the processing, you won’t have a lawful basis.

You must determine your lawful basis before you begin
processing, and you should document it. Take care to
get it right first time - you should not swap to a different
lawful basis at a later date without good reason.

P

Understanding your position

At least one of these must apply whenever you process personal data:

(a) Consent: the individual has given clear consent for you to process their
personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the
individual, or because they have asked you to take specific steps before
entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the
law (not including contractual obligations).




Possible sources of data

DPA: Not just your paper records

Archived  Misc.
paper File papers  Work

Paper
= Physical security: doors, windows, cupboards, locks mﬂ Phone
Notepad
and keys, CCTV. ﬂ Outlook Sy ; HMNM: carry out any telephone, email or
other electronic marketing then you need
. Technical security: firewalls, secure emailing systems, usB wﬁw .Muo comply with the Privacy and Electronics
| il ommunicati slati
sword protocols. *. ications Regulations.
Cloud PAYE
7

role based access, adequate pas

X " Organisational sécurity: your information governance
C./ / . .
/ framework, uo__\n_mm, procedures, advice, guidance, HMRC
\ ] Desktop/Laptop o
training and m\m:&o:m. pors
7

/

(S

g for purposes of direct marketing.

The PECR are concerned with the way
organisations send marketing material by fax, Business-to-business texts and emails
DPA - Right toprevent processin
(1)An individul s entitled at any time by noticein W riting to a data
ller at the end oOf suc h period as

to require the data contro

besin,

hone. Marketing can include
Corporate subscribers do not include sole traders and some
controlier

who instead have the same p

B _.L.m.J.._w_...u__w._.:_,,.__m....,._w_m., i the circimsiances 1o cec .
~nable in the circumstances to cease, Ul not to

~rlrating PR Tiw e
arketing personat u gta i

text, email and telep
oods, Services, aims or ideals.
partnerships

individual customers.
(2)If the couriis
given a notce ander subsection (1), that ti

-..H Al s rrimniyy /1 v The ~tice y
Failed to comply with the notice, the court may of der him to take

rotection as
processing for the purposes of direct m
respect of which he is the data subject.

% o i —_.... = -
rperson who nhas

atisfied, on the application of any |
\e data cantroller has

the promotion of g

The rules of the PECR only apply tO email
addresses owned DY individual subscribers. However individual employees using personal corporate
Individual subscribers are likely to be domestic email addresses (gary.baker@org.co.uk) have 2 right under 1ch stepsfor complying with the notice as the court thinks fit
e traders and the DPA to stop any marketing being sent to that type of
email address.

subscribers but also include sol
non-limited liability partnerships.
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Timeframe to report Breach of information e Main Themes:
o _u—.mﬂn—.-u _u,H IE—&WH NOoOW ? « Increased fines of :
/ . - up to €20 million or 4% of international turnover for
72 hours @ . What is your role? When are you informed? data controllers
| | « - up to €10 million or 2% of international turnover for
H_a . Are there procedures for recovering information, discovering data processors
/ ! the cause of the breach, mitigating any future risks . 72 hour reporting to ICO (including legal requirement to report)
4 : - Fairness - more control for data subjects including the ability to
¥ . Are both breaches and-near misses logged? claim compensation for damages they suffer following a data
W - . sef * | breach
You are obliged to notify the ICO, within 72 . When would youinform the police or the 1CO? - -
U e 7 « A stricter view of consent (explicit)
hours, of a breach where iU IS likely to result —— Lo i sge of data owner (child: under 13 years of age?)
. : . : o would deal with the press: ’ | |
in a .”_m_A to Hjm rights and freedoms of % . The right to be forgotten
individuals. . Does the data subject have the right to know their . More emphasis an “proving” you are compliant

w 4/ “ = lv
Infpfmation has been compromised: « Role of the Data Protection Officer

ZW—AG .-..m-.—.-ﬂ .mO_.. -.m—..—mﬂn._d: N_.-n— . Privacy by Design (Privacy Impact Assessment — can be fined)
learn the lesson

_ e E DPA 2018 — to do list -\
~ v /)~
= e “ (1 Iz o
Governing proc m&.__,mm you should con m@_«r\ Audit and comply across your business. Create a culture of transparency and
. N LS accountability on how you use€ personal data —the public has a right to know what's

happening with their information

v/ Understand what information you have — review what personal data you hold,
where it came from and if you chare it. Consider reviewing your contracts with 3™
party processors to ensure they are fit for GDPR.

v Record how you comply — who is your data protection lead, record lawful basis,
review/write privacy notices, consider your response to a data breach incident &
are you planning new projects that require @ Data Protection Impact Assessment. ....X_ 0

v Ensure appropriate security ~identifying and taking appropriate steps 1o address
security vulnerabilities and cyber risks is vital
Train Staff — Staff are your best defence and greatest potential weakness — reguiar
wnid refresher training is @ must

Governing
Procedures




