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PCI Data Security Standard: Related Documents

The fol lowing documents were created to assist  merchants and
PCI Data Securi ty Standard and the pct DSS SAO

Document

PCI Data Security Standard.
Requirements and Security Assessmen t proceoures

Navigating PCl DSS.
Understanding the lntent of the Requirements

PCI Data Security Standard:
Se/f-Assess ment Guidelines and I nstructions

PCI Data Security Standard:
Se/f-Assess ment Questionnaire A and Attestation

PCI Data Security Stanclard.
Se/f-, ssess ment Questionnaire B and Attestation

PCI Data Security Standard.
Se/f-lssess ment Questionnaire C-VT and Attestation

PCI Data Security Standard;
Se/f-Assess ment Questionnaire C and Attestation

PCI Data Security Standard;
Se/f-Assess ment Questionnaire D and Attestation

PCI Data Security Standard and payment Apptication Data
Security Standard:
Glossary of Terms, Abbreviations, and Acronvms

servtce providers in understanding the

Aud,ience

Al l  merchants and service
providers

Al l  merchants and service
providers

Al l  merchants and service
providers

E l ig ib le  merchants l

El igible merchantsl

El igible merchantsl

El igible merchantsl

El igible merchants and
service providersl

Al l  merchants and service
provtders

' To determine the appropriate Self-Assessment Questionnaire, see PCl Data Security Standard. Setf-
*::::3:11 

Guidelines ancl lnstructions, "selecting the SAQ and Attestation That Best Appty to your
anizat ion."

PCl DSS SAQ A, v2.0, Related Documents
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Before you Begin

Complet ing the Sel f -Assessment euest ionnaire
SAQ A has been developed to address requirements appl icable to merchants who retarn onty paper
reports or receipts with cardholder data, do not store cardholder data in electronic forrrat and do notprocess or transmit  any cardholder data on their  systems or premises

SAQ A merchants, defined here and in the PCIDSS se/f-Assessmenf euestionnaire tnstructions andGuidel ines, do not store cardholder data in electronic format and do not process or transmrt any
cardholder data on their  systems or premises. Such merchants val idate compl iance by complei ing SAe Aand the associated Attestat ion of Compliance, conf irming that:

'  Your company handles only card-not-present (e-commerce or mai l / telephone-order) t ransact ions:
'  Your company does not store, process, or t ransmit  any cardholder data on your systems or

premises, but rel ies ent irely on third party service provider(s) to handle al l  these funct ions;
'  Your company has conf irmed that the third party(s) handl ing storage, processing, and/or

transmission of cardholder data is pCl DSS compliant;
'  Your company retains only paper reports or receipts with cardholder data, and these documents

are not received electronical ly;  and
'  Your company does not store any cardholder data in electronic format

This opt ion would never apply to merchants with a face-to-face pOS environment.

Each sect ion of the quest ionnaire focuses on a specif ic area of securi ty,  based on the requlrements in the
PClDSS Requirements and Security Assessment Procedures. This shortened version of the SAe
includes quest ions which apply to a specif ic type of smal l  merchant environment,  as def ined in the above
el igibi l i ty cr i ter ia l f  there are PCI DSS requirements appl icable to your environment which are not
covered in this SAQ i t  may be an indicat ion that this SAQ rs not sui table for your environment
Addit ional ly,  you must st i l l  comply with al l  appl icable PCI DSS requirements in order to be pCl DSS
compl ian t .

PCI DSS Compl iance -  Complet ion Steps
1 Assess your environment for compl iance with the pCl DSS
2 Complete the Self-Assessment Quest ionnarre (SAQ A) according to the instructrons in the Se/f-

Assessment Questionnaire lnstructions and Guidelines
3 Complete the Attestat ion of Compliance in i ts ent i rety
4. Submit the SAQ and the Attestat ion of Compliance, along with any other requested

documentat ion, to your acquirer

Guidance for Non-Appl icabi l i ty  of  certain,  speci f ic  Requirements
N91-Appl icabi l i ty:  Requirements deemed not appl icable to your environment must be indicated with"N/A" in the "Special"  column of the SAQ Accordingly,  complete the Exptanat ion of Non-Appl icabi l i ty, '
worksheet in Appendix D for each "N/A" entrv.

PCl DSS SAQ A, v2.0, Before you Begin
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Attestation of Gompliance, SAe A
I n stru cti o ns fo r S u b mission
The merchant must complete this Attestation of compliance as a declaration of the merchant,s compliance statuswith the Pavment card lndustry oata secirity sta,ndird rpcibssJ n"qlrrements and security A.ssessmenf
3:ffi[1ffi',i,:il?',""t?fl ;jihT..]e 

sections ano reter to the submission instructions at .pcr bss comptiance -

Part 1' Merchant and euarif ied security Assessor Information
Part 1a. Merchant Organization lnformation

Company Name:

Contact Name:

Telephone;

Vandagraph Ltd

Jean Lamb

+44 1535 634900

Business Address:  15 Stat ion Road,  Crosshi l ls

State/Province

URL:

DBA(S):

Title: Director

E-mai l :  jean. lamb@vandagraph.co.uk

Ci ty :  Keighley

Country: UK Zlp: BD2O 7DT
West Yorkshire

www vandagraph.co.uk

Part 1b. Qualif ied Security Assessor Company
Company Name:

Lead QSA Contact
Name:

Telephone:

Business Address:

State/Province:

URL :

lnformation

Ti t le :

E-mai l :

Ci ty ;

Country:

( i f  appl icabte)

Z I P

Part2. Type of merchant business (check all that apply)r
! netaiter ! Terecommunication I Grocery and supermarKets

List facilities and locations included in pCl DSS review: pDe

Part 2a. Relationships

Does your company have a rerat ionship with one or more third-party agents ( for exampre,gateways, web-hosting companies, airtine booking agents, royuitv p'rogr", agents, etc.)?
Does your company have a relat ionship with more than one acquirer?

Xyes fl No

! ves f tto

PCl DSS SAe A, v2.0, Attestation oiComptAnu

October 2010
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Part 2b. Eligibi l i ty to Comptete SAe A
Merchant certif ies eligibil i ty to complete this shodened version of the Self-Assessment euestionnaire because:

X Merchant does not store, process, or transmit any cardholder data on merchant systems or premises but
re l ies ent i re ly  on th i rd par ty  serv ice provider(s)  to  handle these funct ions;

X The th i rd par ty  serv ice provider(s)  handl ing storage,  processing,  and/or  t ransmiss ion of  cardholder  data is
conf i rmed to be PCI DSS compl iant ;

X Merchant does not store any cardholder data in electronic format; and

X lf Merchant does store cardholder data, such data is only in paper reports or copies of receipts and is not
received electronical ly.

Part 3. PCI DSS Validation

Based on the results noted in the SAQ A dated (completion date), (Merchant Company Name)asserts the following
compliance status (check one):

X Compl iant :  A l l  sect ions of  the PCI SAQ are complete,  and a l l  quest ions answered "yes,"  resul t ing in  an overal l
COMPLIANT rating, thereby (Merchant Company Name) has demonstrated full compliance with the pCl DSS.

t r  Non-Compl iant :  Not  a l l  sect ions of  the PCI SAQ are complete,  or  some quesrrons are answered "no,"
resulting in an overall NON-COMPLIANT rating, thereby (Merchant Company Name) has not demonstrated full
compl iance wi th the PCI DSS

. Target Date for Compliance:

' An entity submitting this form with a status of Non-Compliant may be required to complete the Action plan
in Paft 4 of this docum enL Check with your acquirer or the payment brand(s) before completing part 4,
since not all payment brands require this section.

Part  3a.  Gonf i rmat ion of  Compl iant  Status

Merchant  conf i rms:

PCI DSS Self-Assessment Questionnaire A, Version (SAQ version #), was completed according to the
instructions therein.

All information within the above-referenced SAQ and in this attestation fairly represents the results of my
assessment.

/6r  pec ?drr t^
Date I

Director

Title t'

, /  |  have read the PCI DSS and I  recognize that  I  must  mainta in fu l l  PCI DSS compl iance at  a l l  t imes

Part 3b. Merchant Acknowledgement

K@''''e 
( **nfr"*,\

Signature of Merchant Executive Officer i

Jean Lanrlc

Merchant Executive Officer Name i

Vandagraph Ltd

Merchant Company Represented A

PCl DSS SAQ A, v2.0, Attestation of Compliance
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Part 4. Action Plan for Non-Gompliant Status

Please select the appropriale "compliance Status" for each requirement. lf you answer ,,No,, to any of therequlrements, you are required to provide the date company wil l be compriaht wittr t 'e requirement and a briefdescription of the actions being taken to meet the requireme nt. check with your acquirer or the payment brand(s)before completing Part 4, since not all payment brands require this section.

Compl iance Status

p.t DSS 
(Setect One)

Requirement Description or Requirement yES No [i[;l'ff:T"311""i#,3?i:U;
9 Restrict physical access to X t]cardholder  data

12 Mainta in a pol icy that  X Iaddresses information securitv
for all personnel

PCl DSS SAQ,4, v2.0, Attestation of Compliance

October 2010
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Self-Assessment Question nai re A
Note: -The following questions are numbered according to PCTDSS requre ments and testing procedures,
as defined in the PCI DSS Requirements and Security Assessment procedure s docurnent.

Date of  Complet ion:
lmplement Strong Access Control Measures
Requirement g: Restrict physical access to cardholder data

PCI DSS Quest ion Response: yes No Special-
9.6 Are al l  media physicai ly secured ( inctuding but not l imited to Xl Icomputers, removable electronic media, paper receipts,  paper reports,

and faxes)?
For purposes of Requirement g,',media" refers to all paper and
electronic media containing cardholder data

9.7 (a) ls str ict  control  maintained over the internal or external distr lbut ion X] Iof  any kind of media?

(b) Do controls include the fol lowing:

9.7.1 ls media classi f ied so the sensit iv i ty of the data can be X Idetermined?

9.7.2 ls media sent by secured courier or other del ivery method that X I
can be accurately tracked?

9.8 Are logs maintained to track al l  media that is moved from a secured X Iarea, and is management approval obtained pr ior to moving the media
(especial ly when media is distr ibuted to individuals)?

9.9 ls str ict  control  maintained over the storage and accessibi l i ty of  X Imedia?

910 ls  a l l  med ia  des t royed when i t  i s  no  ronger  needed fo r  bus iness  or  X  Ilegal reasons?

ls destruct ion performed as fol lows

9.10'1 (a) Are hardcopy mater ials cross-cut shredded incinerated, X I
or putped so that cardholder data cannot be
reconstructed?

(b) Are containers that store information to be destroyed X I
secured to prevent access to the contents? (For example,
a "to-be-shredded" container has a lock prevent ing
access to its contents )

f f i  "Not Applicable" (N/A) or "Compensating Control Used." organizations using this section must
complete the Compensating Control Worksheet or Explanation of Non-Applicabil i t !  Worksheet, as
appropriate, in the Appendix.

PCl DSS SAQ A, v2.0, Se/f-Assessmenl euestionnaire
Copyright 2010 PCt Secuity Standards Councit LLC
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Maintain an Information Securi ty pol icy

Requirement 12: Maintain a poticy that addresses information security for att personnel
PCI DSS Question Response:

12.8 l f  cardholder data is shared with service providers, are pol ic ies and
procedures maintained and implemented to manage service providers,
as follows?

12.8.1 ls a l ist  of  service providers maintained?

12'8.2 Is a wri t ten agreement maintained that incrudes an
acknowredgement that the service providers are responsibre
for the security of cardhorder data the service providers
possess?

12.8.3 ls there an establ ished process for engaging service
providers, including proper due di l igence pr ior to
engagement?

12'8'4 ls a program maintained to monitor service providers'  pcl
DSS compliance status?

Yes No Special .

>x Ll
E X u

IF7l

X T

f f i  
."Not Applicable" (N/A) or "Compensating Control Used." Organizations using this section must

complete the Compensating Control Worksheet or Explanation of Non-Applicabil i t !  Worksheet, asappropriate, in the Appendix.

PCl DSS 54Q A, v2.0, SetFAssessmenf euestionnarre October 2010
Page 5
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Appendix B: Compensat ing Gontrols
Compensat ing controls may be considered for most PCI DSS requirements when an ent i ty cannot meet a
requirement expl ic i t ly as stated, due to legi t imate technical  or documented business constraints,  but has
suff ic ient ly mit igated the r isk associated with the requirement through implementat ion of other,  or
compensat ing, controls
Compensat ing controls must sat isfy the fol lowing cr i ter ia:

1. Meet the intent and r igor of the or iginal  pCl DSS requirement

2 Provide a simi lar level of  defense as the or iginal  PCI DSS requirement,  such that the compensat ing
control  suff ic ient ly offsets the r isk that the or iginal  PCI DSS requirement was designed to defend
against.  (See lVav6rat ing PCIDSS for the intent of  each PCI DSS requirement.)

3. Be "above and beyond" other PCI DSS requirements (Simply being in compl iance with other pCl
DSS requirements is not a compensat ing control  )
When evaluat ing "above and beyond" for compensat ing controls,  consider the fol lowrng:

Note: The items at a) through c) below are intended as examples onty. Ail cornpensating
controls must be reviewed and vatidated for sufficiency by the assessor who conducts the
PCl DSS review. The effectiveness of a compensating control is dependent on the speclfics of
the environment in which the controt is imptemented, the surrounding security conirols, and
the configuration of the control. Companies shoutd be aware that a p-ariicular compensating
controlwill not be effective in all environments.

a) Exist ing PCI DSS requirements CANNOT be considered as
compensat ing controls i f  they are already required for the i tem under review For example,
passwords for non-console administrat ive access must be sent encrypted to mit igate the r isk of
intercept ing clear-text administrat ive passwords An ent i ty cannot use other pCl bSS password
requirements ( intruder lockout,  complex passwords, etc )  to compensate for lack of encrypted
passwords, s ince those other password requirements do not mit igate the r isk of intercepi ion of
clear-text passwords Also, the other password controls are alreadv PCI DSS requirements for
the i tem under review (passwords).

b) Exist ing PCI DSS requirements MAY be considered as compensat ing controls i f  they are required
for another area, but are noi required for the i tem under review, For example, two-factor
authent icat ion is a PCI DSS requirement for remote access Two-factor authent icat ion from w1hin
the internal network can also be considered as a compensat ing control  for non-consote
administrat ive access when transmission of encrypted passwords cannot be sLrpported Two-
factor authent icat ion may be an acceptable compensat ing control  i f ;  (1) i t  meets the intent of  the
original  requirement by addressing the r isk of intercept ing clear-text administral ive passwords;
and (2) i t  is sei  up properly and in a secure environment

c) Exist ing PCI DSS requirements may be combined with new controls to become a compensat ing
control .  For example, i f  a company is unable to render cardholder data unreadable per
requirement 3.4 ( for example, by encrypt ion),  a compensat ing control  could consist  of  a device or
combinat ion of devices, appl icat ions, and controls that address al l  of  the fol lowing: (1) internal
network segmentat ion; (2) lP address or MAC address f i l ter ing; and (3) two-factor authent icatron
from within the internal network

4. Be commensurate with the addit ional r isk imposed by not adhering to the PCI DSS requirement

The assessor is required to thoroughly evaluate compensat ing controls during each annual PCI DSS
assessment to val idate that each compensatrng controladequately addresses the r isk the or iginal  PCI
DSS requirementwas designed to address, per i tems 1-4 above To maintain compl iance, processes and
controls must be in place to ensure compensat ing controls remain effect ive after the assessment ts
complete

PCi DSS SAQ A, v2.0, Appendix B: Compensating Controls
Copyright 2010 PCI Secuity Sfandards Council LLC
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Appendix C: Compensat ing Controls Worksheet
Use /hls worksheet to define compensating controls for any requirement where "YES" was checkecl and
compensating controls were mentioned in the "Special" column.

Note: Only companies that have undertaken a risk analysis and have legitimate technologicat or
documented busrness constraints can consider the use of compensating controts to achieve compliance.

Requirement Number and Defini t ion:

Information Required Explanat ion

1. Constraints List  constraints precluding compl iance
with the or iginal  requirement.

2. Object ive Def ine the object ive of the or iginal
control ;  ident i fy the object ive met by the
compensat ing control .

3.  ldent i f ied Risk ldent i fy anv addit ional r isk posed bv the
lack of the or iginal  control .

4.  Def ini t ion of Def ine the comoensat ino controls and
Compensat ing explain how they addres"s the object ives
Controls of the or iqinal  control  and the increased

risk, if anir

5. Val idat ion of Def ine how the compensat ing controls
Compensat ing were val idated and tested.
Gontrols

6. Maintenance Define process and controls in place to
maintain compensat ing controls

PCl DSS SAQ 4, v2.0, Appendix C: Compensating Controls Worksheet
Copyright 2010 PCI Secuity Standards Council LLC

October 2010
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compensat ing controls worksheet -  compreted Example
Use fhis worksheet to define compensating controls for any requirement where "yES" was checked and
compensating controls were mentioned in the "Special" column.
Requirement Number: 8.1 - Are a// users identified with a unique user nane before altowina them to
aceess sysfem components or cardholder clata?

lnformation Required Explanation
1. Gonstraints List constraints precludin g company xyz employs stand-alone LJnix

compliance with the or iginal  servers without LDA? As such, they each
requlrement. require a "root,' login. lt is not possible for

Contpany XYZ to manage the "root" login nor
ls if /easlble ta log all "root" activity by each
user.

Define the objective of the The objective of requiring unique /oglns is
original control; identify the twofotd. First. itis nof consrtlerecl acceptable
objective met by the from a security perspective to share rcgtn
compensat ing control .  credent ials.  secondly,  having shared logins

nrakes it impossible fo sfafe definitively that a
perso/l rs responsible for a pafticular action.

ldentify any additional risk Additionat risk is intraduceclto fhe access
posed by the lack of the controlsysfenr by not ensuring alt Ltsers nave
original  control .  a unique lD and are able to be tracxeo.

2. Objective

4. Definition of Define the compensating Company XYZ is going to relquire all users to
Gompensating controls and explain how tog into fhe servers from theiideskfops using
Controls they address the objectives arb su command. SU a//ows a user to access

of the original control and the "root" account and perform actians under
the increased risk, if any. the "root" account but is abte to be lagged in

the SU-log directory. ln this way, each rrser,s
actions can be tracked through fhe SU
accottnt.

Company XYZ demonslrafes fo assessor fhal
fhe SU connand being executed and that
those individuals utilizing the command are
logged to identify that the individual is
performing acfions under root privileges

6.  Ma in tenance Define process and controls company xyz dacuments processes and
in place to maintain pru:cedures to ensure su configurations are
compensating controls. nat changed, altered, or removed to attow

individual lsers fo execrife root commancls
withaut being individually tracked or loggecl

3. ldent i f ied Risk

5. Val idat ion of Def ine how the
Compensat ing compensat ing controls were
Controls val idated and tested.

PCl DSS SAQ A, v2.0, Appendix C; Compensating Controts Worksheel
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Appendix D: Explanat ion of  Non-Appl icabi l i ty

lf "N/A" or "Not Applicable" was entered in the "Special" column, use fhls worksheet to explain why the
related requirement is not applicable to your organization.

Requirement Reason Requirement is Not Applicable
Example r.
12.g t;ardholder dafa is never sharectwith service praviders.

PCl DSS SAQ A, v2.0, Appendix D; Exptanation of Non-Appticabitity
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